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Report

Key Points

In line with Article 96(6) of PSD 
II, payment service providers 
must submit statistical data on 
fraudulent cases according to 
different methods of payment to 
the supervisory authorities at least 
once each year. The relevant 
authorities concerned then send a 
summary of this information to the 
EBA and European Central Bank.
 
The EBA prescribes detailed 
requirements for a total of 10 
recommendations for both of 
the aforementioned notification 
centers – 7 for payment service 
providers and 3 for supervisory 
authorities. AISPs are excluded 
from this regulation as they do not 
carry out payment transactions 
and cannot, therefore, report 
on fraudulent payment transac-
tions. As far as the breakdown 
scope of data is concerned, the 
EBA distinguishes between very 
detailed annual reports and the 

Key Facts

�� The EBA has published draft guidelines on fraud reporting requirements 
in accordance with Article 96(6) of PSD II – the talks run until November 
3, recommendations will come into force as from January 13, 2018

�� Account Information Service Providers (AISP) are excluded from  
regulation

�� The EBA prescribes a detailed breakdown of data – payment service 
providers will need to make extensive changes to their reporting system 
or set one up

�� The EBA redefines “fraud”

�� Different scope of the reports, i.e. quarterly or annual report

�� Report only on transactions that have actually been carried out, no report 
on attempted fraudulent transactions

�� As regards incidents involving card payments, both the card issuer and 
the card acceptor are required to submit a report

less detailed quarterly reports. 
Furthermore, the used payment 
service stipulates how much infor-
mation the data breakdown must 
contain. Hence, for example, very 
little basic data is reported concer-
ning financial transfers and direct 
debits, whereas a lot of informa-
tion has to be sent regarding card 
payments and bank transfers.

The EBA formulates its own defini-
tion of “fraud” within the context of 
use for “fraudulent payment tran-
sactions”. Accordingly, fraudulent 
payment transactions comprise all 
types of payment fraud that take 
place in the payments market, and 
include non-authorized transac-
tions, fraud due to manipulation 
by the payer as well as fraudulent 
actions by the payer himself. 
Abstract terms which can neither 
be allocated clearly nor inter-
preted closely such as “phishing”, 
“social engineering” or “Trojans” 
are not used deliberately; all frau-
dulent transactions must be noti-
fied without any distinction made 
between one or the other. Instead, 
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the EBA is introducing a new 
technological-neutral category, 
which is based on four attributes:

•	 The place in the payment 
chain where the fraud takes 
place, e.g. payer’s/payee’s 
PSP

•	 The type of authentication 
which did not prevent fraud, 
e.g. SCA/non-SCA

•	 The payment channel which 
was host to the fraud

•	 The path used by the 
fraudster to access secret 
payment data, e.g. manipula-
tion of the payer

Fraudulent card payments need 
to be notified by both the payer’s 
PSP and payee’s PSP. The EBA 
thus hopes to gain an extensive 
understanding of card fraud. 
On the one hand, types of fraud 
can differ greatly depending on 
whether it happens to the card 
issuer or the card holder. Never-
theless, both end points can learn 
from the experiences of the other 
party in preventing new types of 
fraud.

The EBA intends to counter 
the risk of the number of fraud 
cases being counted twice when 
reported by both parties by not 
adding up the figures of the same 
case. The EBA gets around this 
cleverly as they do not allocate 
this work explicitly. It can only be 
hoped that the unit where both of 
these notifications are received 
has to install this logic. The 
national supervisory authorities 
will have to prepare themselves 
accordingly for this. The same 
logic will have to be used for any 
payment conducted by a payment 
initiation service provider (PISP) 
and for payment from an account 
servicing payment service 
provider (ASPSP).

The EBA is willing to waive 
the requirement to report on 
attempted fraud in order to take 
the pressure off payment service 
providers. Only actual cases 
of fraudulent activity need to 
be reported. Each case must 
be recorded during reporting 
period in which it occurs and not 
retrospectively (when the case 
has already been closed). The 
details pertaining to the reporting 
on gross (e.g. before insurance 
reimbursement) and net (final 
loss remaining with PSP) loss are 
also interesting, Through these, 
the EBA hopes to be able to gain 
further insight into the efficacy of 
authentication methods, fraud 
monitoring systems and other 
measures.

The initial quarterly report must 
be sent to the national supervi-
sory authority in the second half 
of 2018 and will comprise inci-
dents which have occurred since 
the second quarter of 2018. The 
first annual report is expected in 
the first half of 2020 and must 
include incidents regarding 
strong customer authentication 
and secure communication (RTS 
SCA&SC) which have happened 
ever since the Regulatory Tech-
nical Standards came into force. 
At the moment, it is expected that 
this RTS will come into force as 
from February 2019.

The supervisory authorities 
themselves are able to decide 
both what format the report shall 
take as well as the means of 
communication. Both will also 
need to be geared towards the 
necessary interfaces concerning 
reporting requirements for non-
cash payment transactions in the 
context of PSD II.
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The EBA wishes to get an over-
view, based on quarterly figures 
on the gross/net ratio of loss tran-
sactions, on the payment channel 
(remote yes/no), on the authenti-
cation method (strong yes/no), on 
the service provider (PISP/APSP), 
on the percentage of payments 
initiated electronically/non-elect-
ronically, on consent (e-mandate 
yes/no) and on the card function 
(debit/div. credit). Based on this 
data, it will be possible to have 
an idea over time of the number 
of losses actually occurring, 
attack vectors, weaknesses in 
processes, organizations and 
systems involving non-cash 
payment transactions as well as 
the impact of measures. 

Conclusion

The authors believe that the ten 
recommendations on reporting 
represent a logical and sound 
continuation of the reporting of 
serious payment transaction 
incidents with non-cash payment 
transactions in the context of PSD 
II.

The national supervisory authori-
ties also need to set themselves 
up to fulfill these electrification 
requirements. It is ultimately 
a matter of what the national 
supervisory authorities, the EBA 
and the ECB do with this collated 
data that will determine whether 
it will be a success along with 
further obligations. It would 
certainly be worthwhile if the data 
were to be made available to 
community insiders in an appro-
priate format in order to continue 
tempering payment systems and 
to actively assist with the super-
visory authority’s own objectives 
in shaping the market and the 
product.

Banks could have had both cate-
gories of requirements (notifica-
tion and reporting) in place many 
years ago at a much lower cost, 
and having involved less orga-
nizational effort and less political 
friction. It is now a matter of also 
implementing these obligations 
arising from PSD II in the final 
remaining months. The requi-
rements will force the payment 

Figure 1: Breakdown of data for annual and quarterly reports corresponding to the tables 
in the EBA Draft
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service providers to further adapt 
their IT and database infrastruc-
ture. In the best-case scenario, 
all notification and reporting 
requirements will be collated in 
one engine in order to reduce the 
effort to implement many different 
but mostly similar systems.

The digitalization of data recording 
and data transfer forced on banks 
as a result of regulations and 
supervisory authorities may serve 
as a blueprint for the automated 
collection of all data relevant to 
the supervisory authorities for the 
banking authority which is in real-
time and risk-adequate.

https://www.eba.europa.eu/-/eba-publishes-final-guidelines-on-major-incident-reporting-under-psd2) 
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