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Key Facts

>

EBA publishes final document with recommendations for requirements
applicable to a non-cash transaction reporting system for payment
service providers and bank regulatory authority

Final recommendations virtually unchanged from the draft recommenda-
tions published in December 2016

EBA receives 43 comments on the draft recommendations
Significant amendments relate to an extension of the notification dead-
line, an increase in the loss threshold, a new breakdown of the three

reporting types and the delegation of notification requirements

Further amendments were made in order to clarify definitions and specify

terms that has previously only been outlined in brief

Report
1. Amendments to the draft

The deadline for initial notification
has been significantly extended
from 2 to 4 hours following identifi-
cation of the incident. Due to reor-
ganization of the three notification
types, it is no longer necessary to
provide as much information in
the initial and interim notifications.
This is due to the newly introduced
“‘completion” of the notification
forms, meaning that only the final
report needs to contain all infor-
mation pertaining to the incident.
The criteria previously referred to
as “Level 1” and “Level 2” proved
insufficiently self-explanatory and
have been replaced by the terms
“Lower Impact Level” and “Higher
Impact Level.” For the Higher
Impact Level criterion, the number
of transactions concerned has
been increased from one million
to five million euros.

Also noteworthy is the decision
of the EBA to lift the geographical
restriction affecting the delega-
tion of notification requirements
to technical service providers,
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thus allowing the requirements
to be delegated to such service
providers outside the European
Union. At the same time, the EBA
is making it clear that the payment
service provider is responsible for
giving notification to regulatory
authorities and that they should
inform the regulator in advance of
who is submitting notification on
their behalf.

Clarifications and specifications
that have a greater effect on the
reporting burden relate to the
scope of incidents subject to
reporting requirements. Conse-
quently, incidents that could have
developed into a major incident —
but that were resolved before this
happened — no longer need to be
reported. On the other hand, the
EBA is making it clear that an inci-
dent already classed as “major”
still needs to be reported even if it
has been resolved within the first
4 hours. In this instance, the initial
report may also include the interim
and final reports.

In light of the changes, the final

reporting regime of the EBA is as
follows:
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2. Classification of an incident

The EBA proposes a classification
scheme with four quantitative
criteria and three qualitative ones
to decide whether an incident
needs to be reported. These
criteria are

* number of transactions in
question

*  number of clients involved

*  service downtime

e economic impact

* level of internal escalation

+ impact on other PSPs'/ infra-
structures?
+ damage to reputation?

For the first four of these criteria,
thresholds (in figures) are stated,
with yes/no decision criteria for the
other three — with the thresholds
split into two levels. Depending
on the number of criteria met and
the threshold level, the incident is
classified as either major or minor.
An incident is deemed major if it
meets at least one “Higher Impact
Level” threshold, or at least three
“Lower Impact Level” thresholds.

Figure 1: Mechanism for classifying operational and security incidents according to the

severity of the effects
3. Reporting process

The EBA expects three types of
report over the course of an inci-
dent:

Initial report

+ What happened?

« Actual/possible effects

+ Max. 4 hours after the inci-
dent has come to light

Intermediate report(s)

- Ifthereis a significant change
in the situation

+ Max. 3 working days after
initial report

« Last intermediate report
when normal operations
have been resumed

End report

. Full information about the
incident that occurred

. Effects and resolution of the
incident

. Max. 2 weeks after the inci-
dent has been dealt with

What is new is that the three
notification types can now be
combined, meaning that only
the final report has to contain
all information on the incident.

" PSP: Payment Service Provider according to PSD Il
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Furthermore, in the event that an
incident could be resolved within
4 hours of coming to light, a final
report should be submitted that
also contains the information in
the first and interim reports. A final
report must also be submitted in
the event that an incident initially
classed as “major” has since been
downgraded so that a report is no
longer deemed necessary.

The payment service provider can
delegate its reporting obligations
to a technical service provider,
either alone or in association with
other payment service providers.
However, the PSP is still respon-
sible for ensuring major incidents
are reported. The technical
provider must no longer be based
in the European Union. If several
of its clients are affected by an
incident, the provider may send
the competent authority a single
report for these payment service
providers.

In line with guideline number 4,
the EBA requires payment service
providers to ensure that their
operational and security policies
specify all the responsibilities and
processes for dealing with major
incidents.

Besides these detailed require-
ments described for the reporting
process from the payment service
provider to the banking regulatory
authority, the draft outlines how
information on the major incident
is to be shared between the nati-
onal banking regulatory authority
and other competent domestic
bodies (Section 5) as well as the
EBA and European Central Bank
(Section 6).

For example, in the first case, if
the stability of financial markets is
threatened, the national banking
regulatory authority may involve
the treasury department or other
bodies if the incident has already
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attracted wide media coverage.
For both types of information
sharing, more requirements are
being imposed in terms of the
confidentiality and integrity of the
information shared.

Conclusion

The EBA's requirements for a
reporting system for non-cash
transactions will mean that
payment service providers will
need to further adapt their IT and
database infrastructure. As shown
in Figure 2, there are currently
several national and European
initiatives on reporting require-
ments. The main challenge will be
to bring together the various requi-
rements within a unified reporting
engine rather than, in the worst
case, implementing a specific
reporting process for each set of
guidelines. In the past, that was
often how things turned out.

With the help of effective fraud
management systems, the deci-
sion to increase the loss threshold
for the “Higher Impact Level” from
one million to five million euros
should reduce the number of
major incidents.

Banks and payment service
providers will now be more aware
of the need to classify and report
incidents as “major”, as all report
types need to be submitted for inci-
dents of this kind, even when the
incident has been downgraded so
that a report is no longer deemed
necessary.

The lack of harmony between
different reporting regimes should
still be regarded as disadvanta-
geous for the European banking
industry.

In the view of the authors, the
banks and their regulators should
examine whether — as part of
ongoing digitalization — the
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reporting  requirements  could
be converted to automated
data-sharing models to facilitate
continuous data collection on the
part of the regulators. As demons-
trated by account screening for
more than a decade, it is not a
question of technology, but rather
of political and administrative
will. The regulated bodies would

therefore no longer need to set up
a costly reporting and monitoring
system and the regulators would
no longer feel that they have to
ask for information. The identi-
fiable potential benefits lie in the
huge cost savings and the quality
improvements relating to all the
risks quantifiable as part of bank
governance.

Figure 2: National and European reporting requirements
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