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Key Facts 

 The EBA has finalized the Regulatory Technical Standards (RTS) on strong customer authen-

tication and secure communication for cash-free transactions  

 Final confirmation of the compulsory version of the PSD II interface for third-party payment 

service providers (TPPs) – meaning screen scraping is no longer necessary and will be pro-

hibited   

 Regulation on mandatory strong customer authentication (SCA) have been adjusted in re-

sponse to feedback from the market. The limit for the exemption applying to remote payments 

has been raised from €10 to €30. SCA will now only need to be repeated for account infor-

mation services every 90 days instead of the original 30, and biometric methods can be used 

for SCA without restriction.   

 Two new exemptions to be made for SCA for transaction risk analysis (TRA) and unattended 

terminals  

 Overall, the EBA is creating balanced, market-oriented regulations. Banks are encouraged 

yet again to compete technologically by means of introducing an exemption based on TRA. 

 

 

Context 

In August 2016, the EBA published the draft 

RTS for consultation, and spelled out the 

details in a public hearing on 23 September 

2016, especially regarding the points on 

“Use of strong customer authentication for 

account access (one-month discussion)” 

and “Using a risk-based approach as a re-

placement for the second factor”. On 23 

February 2017, after taking account of 224 

comments received back from the market, 

the EBA published the final version of the 

RTS. This means that depending on ap-

proval by the European Parliament, the RTS 

will come into force from November 2018 at 

the earliest. 

 

The EBA has classified the feedback re-

ceived into three main areas 

 

a) Scope of RTS and technological neutral-

ity 

b) Access to the payment account for third 

party payment service providers (TTPs), 

and communication requirements 

c) Exceptions for minor risk payments 

based on transaction risk analysis 

Comments on topic areas 

Scope and technological neutrality  

 

The EBA has explained that the scope of ap-

plicability is specified by PSD II, not by RTS. 

This means that the user makes remote 

payments using online payment accounts 

which can also be attacked online, leading 

to possible losses for the user. Further, the 

RTS apply to transfers and card payments, 

as well as payments where an electronic 

debit authorization is issued as part of the 

process – but not to direct debits as such. 

Moreover, the EBA sees scope of validity 

applied to corporate as well as private cus-

tomers.  

 

In order to ensure neutrality in relation to 

technology and business models, mention 

of the ISO standard 27001 and HTTPS over 

TLS was removed in the final RTS draft. 

However, reference to ISO standard 20022 

was retained because in the view of the 

EBA, a standardized message format for 

transaction data is a prerequisite for the suc-

cess of PSD II. 
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Overall, security requirements in relation to 

strong customer authentication (posses-

sion, knowledge and inherence) and au-

thentication data were made less specific, 

and tied to technological progress in the 

formulation “as long as the security require-

ments are fulfilled”.   

 

Access to payment accounts for TPPs 

 

Account information services are now only 

allowed to aggregate the accounts four 

times a day without this being initiated by 

the account holder. In addition, instead of 

every 30 days as initially envisaged, strong 

customer authentication will only need to 

be repeated for the authorization of ac-

count information services after every 90 

days. Once the RTS come into force, third 

parties will no longer be allowed to use 

screen scraping; instead they will have to 

base their services on the PSD II interface 

provided by the bank where the account is 

held. On the other hand, the banks must of-

fer third-party service providers the same 

level of access and range on functions over 

 

this interface as their own customer has 

when managing the account online. The in-

terface requirements in relation to this are 

specified in Article 28.  

 

Exceptions for minor risk payments ac-

cording to transaction risk analysis 

 

The EBA generally takes the view that ex-

ceptions must not go against its essential 

purpose, since if exemptions were permitted 

for a majority of payments, this would under-

mine the aim of increasing transaction secu-

rity. Furthermore, the EBA views the RTS as 

preparing the way for the post-PSD II world, 

where every transaction is based on strong 

customer authentication (SCA). Articles 10 

to 18 describe exceptions to the use of 

strong customer authentication.  

 

The EBA has created two new exemptions 

for TRA (transaction risk analysis, Article 

16) and unattended terminals (Article 12). 

Article 16 aims to reduce losses in cash-free 

transactions by using an incentive model on 

the  principle “the  lower  the  losses,  the 

Figure 1: Exemptions from the use of strong customer authentication 
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higher the monetary threshold for SCA”. 

Unattended terminals (attended terminals 

are, for example, POS terminals in retail) 

for transport (e.g. road tolls) and car parks 

make up the second exemption. 

  

In addition, the exception for remote pay-

ments of low amounts was raised from 10 

euros to 30 euros, and the total threshold 

for consecutive payments stays at 100 eu-

ros or five payments without SCA. For con-

tactless payments at the POS, these limits 

are 50 euros, or a cumulative total of 150 

euros, and also five transactions. Transac-

tions in the same amount to the same re-

cipient are now included in the exemption 

whatever the form of payment.  

 

Details of the new regulations 

The newly created Article 2 requires that 

transactions be monitored to spot unau-

thorized and fraudulent transactions and 

emphasizes the importance of monitoring 

against risks and fraud. Transaction moni-

toring must operate on the basis of the 

user’s normal behavior. At a minimum, the 

risk analysis must cover compromised and 

stolen account identities, the amount of the 

 

 

transaction, known loss scenarios and signs 

of infection with malicious software. This im-

plies a complete risk analysis system, though 

nothing like this seems likely to be in place in 

the world of online banking as yet compared 

to the world of cards. In cases of exemption 

in line with TRA (Article 16), risk factors to be 

taken into account and evaluated in real time 

are mentioned explicitly. These include the 

user’s historical spending patterns, the loca-

tion of the payer and recipient, and even pos-

sible abnormal use of the access device or 

the software employed. 

   

In Article 5 on dynamic linking, the draft re-

moves the technical limitations included in 

the August 2016 version relating to the num-

ber of devices and channels. These require-

ments have been replaced by a demand for 

secure procedures to guarantee confidenti-

ality, authenticity and integrity. In the view of 

the authors, it is worth emphasizing that this 

technology-independent regulation guaran-

tees a high degree of future-proofing. Fi-

nally, Article 16 introduces a new exemption-

for transaction risk analysis (TRA) building 

on the exemption threshold value (ETV). 

 

Figure 2: ETV subject to the fraud rate and payment tool 
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Depending on the payment system pro-

vider’s fraud rate, the ETV may be 100, 250 

or 500 euros. Strong customer authoriza-

tion only needs to be brought to bear once 

this value has been exceeded. The EBA 

makes a distinction between card-based 

payments and credit transfers. Figure 2 

shows the exact figures. The risk analysis 

system must operate in real time.  

 

In addition to the security factors men-

tioned in Article 2, the risk analysis must 

take six factors into account. For example, 

a check must be made for unusual spend-

ing behavior on the part of the payer or an 

unusual location. The fraud rate as a com-

parison measure for the ETV is derived 

from the total of non-authorized and fraud-

ulent transactions for each payment instru-

ment per 90 days. No account is taken of 

whether the payments were successfully 

recovered. The regulator must be informed 

on request of the calculation method and 

the actual fraud rates. Articles 17 and 18 

describe further details regarding the RTA 

exemption. 

 

PSD II itself makes it perfectly clear that the 

bank where the account is held must give 

access to third parties free of charge via an 

interface, but this is explicitly stated again 

in the RTS. Article 27 no. 4 states that ac-

cess must be free of charge, and Article 28 

lays out in detail requirements for the dedi-

cated interface. The bank where the ac-

count is held is also required to monitor the 

availability and range of functions of the in-

terface, and to provide the regulator with 

statistics on this if so requested. Third-party 

providers, too, are to report deficiencies in 

the interface to the regulator. 

 

Evaluation and conclusion 

The EBA has shown its openness to con-

structive adaptation, and its vision, by avoid-

ing narrow technical requirements on end 

devices and communication channels, and 

by finally placing even behavior-based bi-

ometry on a truly equal footing with posses-

sion and knowledge. It also put to one side 

the superfluous speculations about “man-

dated exceptions” still seen at the public 

hearing in September 2016. 

 

The authors feel that the final RTS repre-

sents a good compromise between the de-

mands of all stakeholders. The EBA has 

managed to produce a balanced, market-

oriented set of regulations for strong cus-

tomer authentication and communication for 

the services as required by PSD II. 

 

Even when PSD II was first published, it was 

clear that the entry of third-party services 

into the bilateral relationship between banks 

and customers is going to lead to “conven-

ience competition” between third parties and 

banks. The TRA exemption now included in 

the RTS paves the path for banks to offer 

customer-friendly services, making it the fa-

vored means to shape competition for cus-

tomers in a positive way for banks. If banks 

wish to take advantage of this exemption, 

they must monitor losses and transaction 

risks, and have these evaluated by inde-

pendent auditors. 

 

The additions to the RTS might be inter-

preted by banks as an attack on the last bas-

tion of non-reporting of losses. But the re-

porting volume called for in ongoing ECB 

regulations means this is a price worth pay-

ing for the supposedly new freedoms 

granted by the final RTS. This obligation, 

like the now “inevitable” implementation of 

extensive fraud scoring systems in online be  
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and mobile banking channels, should not 

seen by banks as a burden. It is an oppor-

tunity for a new service role with the client, 

for cooperation between banks and with 

TTPs  with  an  open  mind, and for  a  true  

culture of innovation. If they do not take it, 

the bilateral bank/customer relationship may 

be replaced by a bilateral third-party/cus-

tomer relationship before too long. 
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