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Key Facts 

 The EBA is strengthening the major aspects of RTS (Regulatory Technical Standards) in terms 

of strong customer authentication and secure communication for cashless transactions   

 Discussion I: SCA (strong customer authentication) occurs only once a month with AISPs (Ac-

count Information Service Providers) 

 Discussion II: Strengthening SCA 

 Confirmation: the use of PSD II interface is mandatory for TPPs (Third-Party Providers) (screen 

scraping prohibited) 

 Conclusion: strengthening SCA does not generate any momentum for RBA technologies, even 

if reference is made to synergies in other application scenarios (e.g. digital identity under eIDAS) 

 

 

Report 

1. CONTEXT 

The EBA public hearing on Regulatory Tech-

nical Standards, specifying the requirements 

on strong customer authentication and com-

mon secure communication under PSD II, 

took place on September 23. The public 

hearing is an integral part of the consultation 

phase and regularly provides a summary of 

the initial consultation phase, as well as an 

insight into how the RTS are likely to shape 

up. Starting with the main points of develop-

ment concerning RTS, which are reflected in 

the Consultation Paper [compare “Customer 

Authentication for Cashless Transactions: 

Impacts of the New RTS (Regulatory Tech-

nical Standards) under PSD II“ post], the ma-

jor points of discussion during the hearing 

are detailed below.  

The key development items and discussion 

points can be deemed as the preliminary sta-

tus of PSD II in terms of (1) strong customer 

authentication and (2) secure communication 

for cashless transactions, as responses to 

the RTS published on August 12 can be sub-

mitted by October 12, 2016. The EBA is plan-

ning to publish the final draft of RTS in the 

first quarter of 2017. Nonetheless, state-

ments made by the EBA during the proce-

dure represent a strong opinion, which might 

be included in the final RTS. The most im-

portant statements are detailed below, to-

gether with an initial assessment of each. 

2. Details of Statements Made by the 

EBA 

The EBA will not change the basic elements 

of PSD II, as was made clear several times 

during the hearing. The mandate conferred 

on the EBA which applies to the development 

of regulatory and technical guidelines for se-

lected aspects regarding the implementation 

of PSD II.  

The current discussion concentrates mainly 

on procedures concerning strong customer 

authentication and securing the trust and in-

tegrity of user credentials, as well as require-

ments governing exemptions from strong 

customer authentication. Up until now, the 

rule was that SCA (Strong Customer Authen-

tication) could always be applied and re-

quested when account information was being 

accessed. This would now change as a result 

of the discussion, as of right now it would only 

be permitted to request SCA again after a 

one-month period. Applying SCA earlier in  
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 the month would not be permitted. High hur-

dles would be placed on financial institutes 

who wish to undertake SCA at an earlier 

stage. The EBA is asking for responses to 

this idea. 

A basic change has come about concerning 

the assessment of the risk-based approach 

during customer authentication. Before the 

hearing took place, an account-holding bank 

was able to request strong authentication for 

each access request, but was also able to 

waive SCA and only apply RBA for factor 2. 

The EBA made it quite clear during the dis-

cussions held at the hearing, that factor 2 can 

no longer be achieved by means of RBA. The 

EBA cites the following two arguments to 

back up its view: 

1. Breaching the level playing field: a pos-

sible scenario would be that the ac-

count-holding bank only carries out 

checks in line with RBA, whereas it 

would request SCA from TPPs (third-

party providers), thereby putting them at 

a disadvantage. 

2. Loss ratio in online banking: according 

to the EBA, the risk-based approach 

isn’t enough to reduce or keep losses to 

a minimum in online banking over the 

long term. The EBA only refers to a “few 

small retailers and some countries” as 

evidence of this assessment.   

The EBA confirmed its opinion in regards to 

the mandatory use of a bank’s interface for 

TPPs. Accordingly, TPPs have to use an in-

terface provided by the bank for PSD II func-

tions PISP, AISP and PIISP, and may not use 

any other means of access, such as screen 

scraping. The interface must provide the 

same functions and data as offered by Web 

browser-based online banking. 

 

 

 

 

Fig. 1: The EBA’s views on applying exemption rules to SCA for AISPs following the hear-

ing on September 23 in conjunction with the RTS SCA draft dated August 12 
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3. CONSLUSION 

The EBA’s latest hearing on RTS for SCA 

brought about two major changes to the dis-

cussion, beyond strengthening PSD II: SCA 

can not to be carried out prior to the end of a 

one-month period, no application of RBA for 

factor 2 of SCA. 

Should banks not be allowed to use exemp-

tion rules regarding SCA for account infor-

mation services, this would, in our view, have 

implications on the convenience and security 

of banking and cashless transactions. 

The loss of significance regarding RBA may 

not only result in a drop in use, but also ad-

versely affect research into RBA in Europe. 

This would mean that pioneering technolo-

gies such as device fingerprinting, behavioral 

analytics and biometrics would suffer too. 

Strengthening SCA compared with RBA 

does not generate any direct momentum for 

RBA technologies, even though the EBA 

points out synergies for other application 

scenarios (for instance under eID). 
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