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Report

I. Finalizing requirements for 
risk management

Following the implementation of 
the Basel Standard 239 (BCBS 
239) in AT 4.3.4, the requirements 
concerning data aggregation and 
risk reporting for system-relevant 
credit institutions have now also 
been included in the Minimum 
Requirements for Risk Manage-
ment (MaRisk).

Furthermore, the German Finan-
cial Supervisory Authority (BaFin) 
is also reviewing the requirements 
of risk reporting for all credit 
institutions by consolidating the 
requirements of risk reporting in 
the revised BT3 MaRisk.

According to the principle of 
proportionality, smaller credit 
institutions do not have to abide 
by the extensive requirements 
of AT 4.3.4. They can direct risk 
reporting to their commercial 
needs.

Key Facts

�� Details of requirements concerning risk reporting for all credit institu-
tions and integration of the requirements stemming from BCBS 239 for 
system-relevant institutions regarding Minimum Requirements for Risk 
Management (MaRisk) finalized

�� Requirements honed for a risk culture specific to credit institutions

�� Refining current requirements for risk management, especially regarding 
IT risk management

�� Finalizing organizational and management requirements for outsourcing

�� Amendment to Minimum Requirements for Risk Management (MaRisk-
Novelle) come into force following publication

II. Establishing an appropriate 
risk culture

BaFin is implementing the require-
ments for an adequate risk culture 
in MaRisk proposed by the Finan-
cial Stability Board (FSB) in 2014 
as part of its “Guidance on Super-
visory Interaction with Financial 
Institutions on Risk Culture” by 
revising the AT 3 and AT 5.

A significant aspect here was that 
BaFin considers management, 
executives and the established 
decision-making processes to 
represent the key parameters 
of risk culture, meaning that 
management and executives 
have to set an example as far as 
the requirements for an effective 
risk culture are concerned.

It should be noted here that BaFin 
is very much aware of the problem 
of quantitative measurability of a 
risk culture that is predominantly 
based on purely qualitative 
aspects. However, it considers 
risk culture as a key tool in risk 
management and, accordingly, 
will get an idea of how this tool 
is implemented during regulatory 
practice.
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III. New: Key focus on managing 
IT risks and data

Furthermore, BaFin is heightening 
and finalizing the requirements 
concerning IT risk and data 
management by including specific 
additions.

As a result of AT 4.3.1. MaRisk, 
BaFin is not only finalizing the 
requirements of  adequate cooling- 
off periods for persons taking up 
new positions within the organiza-
tion, it is also setting out the details 
of requirements regarding IT 
authentications as well as putting 
them under regular scrutiny.

As regards IT risks, BaFin is also 
analyzing the finite details in AT 
7.2.; IT risks are considered to be 
an explicit part of risk control and 
the management process, indivi-
dual data processing shall be put 
extensively on par with standard 
applications, and thus equipped 
with adequate IT risk manage-
ment and the task of making sure 
protection needs are ascertained.

IV. Details of requirements for 
outsourcing

The regulations most frequently 
discussed during the consulta-
tion phase are how to handle  
outsourcing.

By revising AT 9 MaRisk, BaFin 
is reacting to shortcomings which 
were specified during checks 
made as part of their regulatory 
activities.

Whilst very few would be surprised 
to hear that major credit institu-
tions are not allowed to outsource 
risk functions completely accor-
ding to the principle of proportio-
nality, the requirement to set up a 
central outsourcing management 
represents a major reform. In 
future, outsourcing will therefore 
no longer be solely made based 
on the regulations and checks 
undertaken by the outsourcing 
department. Instead, outsourcing 
will also have to satisfy harmo-
nized corporate standards.
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In the future, it is likely that parti-
cular emphasis will be put on 
differentiating between miscella-
neous external procurement and 
outsourcing in respect of banking 
software.

BaFin generally defines every 
purchase of software as a miscel-
laneous external procurement, but 
basically excludes software which 
is used to carry out essential 
banking tasks or which identifies, 
assesses, controls, monitors and 
communicates risks from this defi-
nition.

According to its own statement, 
BaFin has, in this respect, prag-
matically solved the controversies 
associated with these topics. 
Furthermore, BaFin requires 
either external support services or 
the software to be operated by an 
external service provider for the 
purposes of outsourcing.

This definition chosen by BaFin 
should indeed lead to a further 
need for finalizing the details, 
especially as regards the trend to 
operate standard software using 
Software as a Service (SaaS) 
solutions and the increased requi-
rements associated with outsour-
cing.

Consequently, classifying as 
outsourcing does not only result in 
the obligation to ensure sufficient 
expertise is available for the 
outsourced process (which is 
required in order to ensure that 
the process can be continued 
seamlessly in the case of the 
circumstances surrounding the 
outsourcing being terminated).

By making the requirements of 
further outsourcing more precise, 
not only will the areas to be 
outsourced and, possibly, central 
access management be faced 
with new challenges, the entire 
outsourcing chain must be incor-

porated into the verification and 
control process in the future.

V. Amendment comes into force

Following the lengthy consultation 
phase, and as many regulations 
and detailed information are 
based on regulations and stan-
dards which have already been 
established at a European legis-
lative or international level, the 
Amendment to Minimum Requi-
rements for Risk Management is 
now in force. Nevertheless, BaFin 
has granted an implementation 
period for new requirements until 
October 31, 2018, insofar as 
credit institutions are not other-
wise already required to abide by 
regulations (which form an integral 
part of this Amendment).

Conclusion

The consultation phase of the 
Amendment of Minimum Require-
ments for Risk Management has 
lasted for one-and-a-half years. As 
far as the authors are concerned, 
this is too long a time period from 
the ever-present digitalization 
needs such as Brexit activities, 
during which items subject to regu-
latory supervision have to adapt 
their IT expertise “in view“ across 
the non-stable supervisory guide-
lines. As such, the Amendment 
now in force can be welcomed 
with open arms as being reliable 
supervisory practice.

Finalizing the details of requi-
rements for information techno-
logy are now keenly awaited by 
means of the “Requirements of 
Banking Regulatory Authorities 
for IT” (BAIT). Furthermore, the 
tandem supervision of the credit 
institutions BAIT/MaRisk is likely 
to release immense charisma for 
the supervisory practice of insu-
rance companies. Here, BaFin 
intends to transfer the supervisory 
system to insurance companies. 
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The first steps in this direction 
were taken at the beginning of the 
year with the “minimum supervi-
sory requirements for the busi-
ness organization of insurance 
companies“(MaGo). Preparations 
for a VAIT, which stands for super-
visory requirements in the insu-
rance industry on IT, are expected 
to start in November with an 
expert committee especially set 
up for the task. BaFin had already 
sent out a questionnaire to all 
insurance companies containing 
“Questions related to dealing with 
cyber risks” in order to assess 
the status of information security. 

This was due to be returned by 
November 3rd.

The widespread and in-depth 
work carried out by BaFin concer-
ning IT supervision underpins the 
threshold of information-techno-
logy for all sectors of the finance 
industry (which has since been 
attained). The credit institutions 
were first on the agenda, and 
work is now centered around the 
insurance industry. Other sectors 
and objects of supervision under 
BaFin are likely to be next on the 
list soon.

Source

MaRisk-Novelle der BaFin

https://www.bafin.de/SharedDocs/Downloads/DE/Rundschreiben/dl_rs0917_marisk_Endfassung_ueberarbeitungsmodus_pdf_ba.pdf?__blob=publicationFile&v=3
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