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Key Facts

e Previous BaFin supervisory objects are well equipped for DORA, new DORA supervi-
sory objects face major tasks

e New for BaFin supervision objects are 24 requirements from the directive text and for all
DORA supervision objects 19 RTS! as well as 2 ITS?

e Many RTS/ITS can be brought forward, waiting for final versions is not recommended

e Requirements can be bundled over time with RTS/ITS and resolved early

e DORA underpins pro-cloud decision in regulatory terms, as a "-supervisory shadow" is
finally history with DORA

1. Introduction

In the future, DORA is to transfer national regulations in the area of financial market regulation
into uniform, harmonised EU law. CORE has already outlined the nature, content, effects and
recommendations in a first blog post on DORA. This blog post is a supplement to the first and
focuses on the delta to the current regulation, i.e. what is actually new for the established financial
industry from DORA.

DORA expands the scope to about 20 types of companies and ICT third party providers®. For
those companies for which the rule contents such as ICT risk management, reporting of ICT inci-
dents and auditing of digital operational stability were previously not an issue, everything is new
from DORA. For the companies already supervised by BaFin, such as credit institutions, financial

services institutions, payment institutions and e-money institutions, insurance companies,

! Regulatory Technical Standards
2 Implementing Technical Standards
3 Approx. 20 types, since in the current trilogue version of 23.06.2022, compared to the previ-
ous version of 26.09., "Statutory auditors and audit firms" (letter q) have been removed.2020,
"statutory auditors and audit firms" (letter q) have been removed: (a) credit institutions, (b)
payment institutions, (c) electronic money institutions, (d) investment firms, (e) crypto service
providers, issuers of crypto securities, issuers of asset linked tokens and issuers, significant as-
set linked tokens, (f) central securities depositories, (g) central counterparties, (h) trading ven-
ues, (i) trade repositories, (j) alternative investment fund managers, (k) management compa-
nies, (I) data provision services, (m) insurance and reinsurance undertakings, (n) insurance in-
termediaries, reinsurance intermediaries and ancillary insurance intermediaries, (o) institu-
tions for occupational retirement provision, (p) credit rating agencies, (

r) critical benchmark administrators, (s) crowdfunding service providers, (t) securitisa-
tion registries, (u) third party ICT providers.
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securities institutions and capital management companies, DORA contains many parts that they

already have to fulfil from other regulatory standards (see Figure 1).

Financial entitiesand ICT thirdparty providers: Legal basis for special audits of technical and organisational equipment

Legal basis for special

Companies audit

Legal basis for
techn.-organ. equipment

BaFin Minimum

BaFin XAIT requirements(MaX)

Credit institutions,
0 financial services
institutions

§ Section44 (1) KWG

Payment
o institutions and e
money institutions

Insurance

companies
m Securities

institute

§ Section 19 (1) ZAG

§ 306 para. 1 VAG

§ Section 41WpIG

§ 14 KAGB (by reference
to § 44 KWG)

Articles 33, 34, 35 DORA
(draft of 23.06.2022)

§ Section 25a (1) KWG

§ Section 27 (1) CISA

§ 294 par. 4 VAG

§§ Sections 28, 29 and 30
of the German Investment
Code (KAGB)

Article 1 DORA (draft of
23.06.2022)

BAIT from 16.08.2021 MaRisk from 16.08.2021

ZAIT from 16.08.2021 No own MaX document

VAIT from 03.03.2022 MaGo from 02.03.2018

BAIT from 16.08.2021 MaRisk from 16.08.2021

KAMaRisk from

KAIT from 01.10.2019 10.01.2017

Figure 1: Special audit in financial companies - legal basis and new object of supervision ICT third party providers

Other regulatory standards known to the aforementioned group are the IT Security Act 2.0 with
the two central requirements "minimum security of technical-organisational equipment" and "re-
porting system for serious security incidents" (only for systems considered KRITIS), the Financial
Market Integrity Strengthening Act (FISG) with provisions on the notification requirement for ma-
terial outsourcing, the PSD 2 for payment service providers with the RTS for increased security
requirements in online payment transactions and the Business Secrets Act (GeschGehG) in the
event of claims for damages from successful attacks. The entirely new parts will be discussed in

the follow-up.

The new requirements are fed from two sources: the text of the regulation and the RTS and ITS.
The RTS and ITS are also components of the regulation, but due to their later completion they
form a class of their own. DORA is expected to enter into force at the turn of 2022/23, with the
RTS/ITS following 12 to 18 months later. The application of DORA follows two years after its entry
into force, so that the supervisory objects will have 6 to 12 months to implement the published
RTS/ITS.
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2. Need for action from the text of the directive

In Figure 2 all requirements from DORA are compiled that are new for the supervisory objects
from XAIT* and MaX® already supervised by BaFin - in short: "DORA-Delta". A detailed tabular
list of the DORA delta can be found in the appendix.

A to B: Overarching
Requirements

T to X: Testing for risk

C to M: Requirements for D N to O: Reporting P to S: Testing of digital
from ICT third party

ICT risk management of ICT incidents operational stability

Delta Topic Source Delta Topic Source
Author Assign at least one person to implement the i
Q 8(2): CIA protection of data and systems ) recommend @ com?nunica(ion strategy and actpas an external ) Article 13
ation spokesperson. (3)
Author 1 " it ; i
. . Al financial entities must report serious ICT Article 17
recommend

e Establishment of a certifiable ISMS ’) fecor m incidents ) 1.3)

If a serious ICT incident has or could have an Article 17

@® | Creation of a separate "Digital Resilience Strategy* ||} Article 5 (9) [0} lm;‘)_tad on senvice users and cugt_o{nlers. financial [} 2

entities must inform them immediately
Checking the option to delegate the verification of i Establish a programme to annually audit the digital i

Q compliangce with ICT risk r_nagnagement Article 5 e operational gta ility of all critical ICT systems ar%d ) Article 21
requirements to third parties (10) applications. (6)
Regular, but at least annual, ICT risk assessment . N . .

e from ICT legacy systems ’) Article 7 (7) Q Threat-oriented penetration tests ) Article 23

. " . - - . . L Article 24

G Creation of an "Information Security Policy’ ) Article 8 (4) G Checking the suitability of the testers ) )
Detection of anomalous activity, including ICT : .

e network performance problem‘é and ICT %Cidents & ) Article 9 (1), e Use of internal testers is subject to three conditions ) Article 24
Detection of trading information anomalies Article 9 (4) (1a)

0 Creation of an "ICT strategy for the continuation of Article 10 o Creation of a "Strategy for Risks from ICT Third- Article 25
business operations” Q) Party Providers" 3)

i Informing the competent authority of theplanned i
o Definition of crisis management function ) Article 10 0 rocqrer%ent of cogtracts for cri(igal or im’:)ortant ) Article 25
(6) unctions (4)

0 Reporting of costs and losses from ICT incidents to Article 10 o Preparation of exit plans and their "sufficient" ) Article 25
the competent authority (BaFin) 9) testing 9)
Specific obligations for central counterparties and ;

@ | céntral seduifiies depostories for rocovery pians Article 11 @ | Assessment of ICT concentration risk ) Article 26
and the secondary processing location (3,4,5)

G Reporting of chan_g_es from ICT incidents to the Article 12 0 Essential contents of the contract ) Article 27
competent authorities 2)

Figure 2: Delta from DORA draft of 23.06.2022

4 XAIT combines BAIT, KAIT, VAIT and ZAIT into one generic term
> MaX summarises minimum requirements for risk management: MaRisk, MaGo and KaMaRisk
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3. Need for action from RTS/ITS

Figure 3 summarises all RTS and ITS resulting from DORA. All RTS and ITS will be finalised by
ESA 12 to 18 months after DORA enters into force, so in theory the oversight objects cannot start
implementation until these final versions are available. But bringing forward various RTS and ITS
is possible and necessary in order to be better prepared for the DORA than the business com-
munity was, for example, with the GDPR. Furthermore, spreading all RTS and ITS over the avail-
able two years leads to a more comfortable processing situation than if work is only started when
these 21 requirements are ready. In this case, the companies would only have 6 months for the
implementation of 8 RTS/ITS.

RTS ITS
When after When after
Article  Topic RTS /ITS entry into force Article Topic RTS / ITS entry into force
[
18(1 i inci
o 14(a) | 8(2): CIA protection of data and systems ) 1 year @ _( ) Conte_nt of reports on serious ICT incidents, ) 18 months
lit. a| deadlines and contentfor reports
|~ I
8(4) lit. c: Identity and access mana ', incl. ! 18(1) | Standard forms, templates and procedures for
9 14(d) | physical access protection, monitoring of abnormal ) 1 year @ ) T Qe [Sr ek ) 18 months
L______| behaviour 1 lit. b porting
Detail tration testil ding to TIBER
@ 14(e)| 9(1) (2): ICT-related incident detection, SIEM, SOC ||} Tyear | | @ 23(4)| 2°1@"S on penetration testing according to " 1| 18 months
EU
| —
[~ p—" I —
o 14(1) 10(1): ICT business continuity plan as part of the ) 1 year @ 25(10) Standard template for information registers on ) 1 year
operational business continuity strategy contracts with ICT third-party providers y
] [— L
. . [ . . "
10(5): Annual review of the ICT disaster recovery Policy on the use of ICT services incl. multi-vendor
e 14) and business continuity plan. ) Tyear @ (1) strategy ) 1 year
’ [— ’ [
. [ (2) lit. a Description of all functions and services to
1 : ts of the ICT te g . . .
e 14(h) p%ﬁ)ﬁocl;)emiﬁgge;:diml ea(jdiselgas er recovery ) 1year | | @) 27(4)| be provided by the ICT third party provider, incl. ) 18 months
] d y ’1 admissibility for subcontracting.
. [ " -
5(6) Content and form of the report on the review 36(1) for voluntary 1 of the ICT )
o 14(ha) of the ICT risk management framework ) 1year @ lit.a| third party provider 18 months
|~ —
14a(3) | All contents from 14a(1lit. a,c,f,g), contents and [ .
cf.9). 36(1 :
0 lit.a| the format of the report on the review of the ICT ) 1 year @ _( )| off 31(1)' C""‘e’?‘ and format for final reports on ) 18 months
" . " lit. b| the implementation of measures
] L_untile] risk mar 1t frar k according to 14a(2) L
16(2) lit. a: Criteria for determining serious ICT
e 16(3) | incidents with mandatory reporting, proportionality ) 1 year from 31(1): Information, incl. structure, formats and
] principle under Article 31(2) D 36(1) | methods, that a third-party ICT provider must ) 18 months
16(2) lit. b: Criteria on the relevan f seri \cT lit. ca| submit; criteria for composition of the audit team
@ 16(3) \nc(id)en{s i;w omeeracgumr?esee ance of serious ) 1 year incl. designation, tasks and working modalities
[~
—

36(1) from 37(2): Assessment of the actions of the ICT
third party providers on recommendations of the 18 months

lit. d lead supervisor

16(2) lit. c: Take into account user and transaction
0 16(3) | numbers for materiality thresholds of significant ) 1 year

| oyber threats, among others,

RE)

I

Figure 3: Regulatory Technical Standards (RTS) and Implementing Technical Standards (ITS) resulting from DORA

Those technical standards that supervisory objects must already have in the field today should at
least be updated, or if not adequately available, brought up to a legally compliant level. This in-
cludes all seven RTS from Article 14, because the existing BaFin supervisory objects from XAIT
and MaX have to deal with the protection of confidentiality, integrity and availability (CIA) anyway,
and all new supervisory objects from DORA have to do so for their own sake. For all new compo-
nents from these RTS, such as the content and form of the report on the review of the ICT risk
management framework, lobbying in the form of making one's own industry, sector, country-wide
or even European coordinated drafts available to the ESA is a good idea, so that the "surprise"

when the RTS is presented by the ESA remains as small as possible.

The same applies to the three RTSs from Article 16 around serious ICT incident reports and the
one RTS and the one ITS from Article 18 on serious ICT incident reports: firstly, they all have to
act on incidents and secondly, the criteria to be elaborated should be sent to the ESA beforehand
as an agreed discussion proposal. In this double sense - own implementation and lobbying for a
preferably Europe-wide, but at least nationally harmonised discussion proposal to the ESA - all

other RTS and ITS from Figure 3 can also be seen in this light.
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Supervised entities can already prepare for the RTS from Article 23(4) on penetration testing, as
the regulation favours the TIBER-EU testing regime, which is known and understood. Only the
requirements for internal testers could bring surprises from the RTS, so that apart from securing

external test capacities, internal test resources continue to do their day's work until the RTS.

Registers with contracts with outsourcing companies are also known, so that only an adaptation
to the specified format is required here for the RTS from Article 25(10). The policy on the use of
ICT services required by Article 25(11) should already be a component of an ISMS and should
not pose any major hurdles for existing supervisory objects. This should also apply to the detailed
description of all functions (Article 27(4)) of the outsourcing company, otherwise things would
already be going wrong in the contracts between the BaFin supervisory object and the
hyperscaler. With the voluntary application of the ICT third party provider to be included in the list
of ICT third party providers to be supervised (Article 36(1)(a)), the third party provider can only
apply after the corresponding RTS has been published. This also applies to the last three topics
19 to 21 from Figure 3: Adaptation to the legal text only makes sense once the RTS has been

published.
4. Recommendations for action for previous supervisory objects

In Figure 4, the RTS/ITS "1" to "21" from Figure 3 are thematically assigned to the requirements
from DORA regulation text "A" to "X" from Figure 2 and plotted together over the time axis. The

assumed date of entry into force of DORA is 1 January 2023.

The 21 RTS/ITS are accompanied by Figure 4 two further "deadline matters" 22 and 23 from the
text of the directive. Although these are not RTS/ITS, they contribute to their further concretisa-

tion:

- 22: Article 10(9a): Common guidelines of the ESAs for estimating the aggregated annual

costs and losses referred to in paragraph 9.
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- 23: Report from Article 19 (1) in conjunction with (3). Para. 3: Report on the examination

of an EU platform for serious ICT incidents

@ o 0 e @ Request from text

@ RTSITS
—>e 0_’0 G e e @ "Deadiine matter”

00 O
(12)
—~000 O
2]
©—0 -0

006 ©

oo
o000

1.1.23 12 months—»1.1.24 18 months—»1.7.24 1.1.25
Entry into force Application

Time

Figure 4: Merger of directive articles and RTS/ITS over time axis

From Figure 4 the possibility of combining the requirements from the directive text and RTS/ITS

becomes crystalline across the time axis, so that the work on conformity with DORA can be bun-

dled and thus better distributed in terms of time and organisation. A consideration at group level

opens up spaces of focus.

Group A, B, D:

- A Timely engagement with the philosophy, systematics and anticipation of DORA for

one's own organisation is critical for success

- B: Previous BaFin supervisory objects must have a fully comprehensive ISMS in opera-

tion anyway - check for up-to-dateness recommended

- D: Checking the option to outsource 2nd line can be done in advance

Group C,E, F:

- C: The digital resilience strategy includes all requirements of Article 14 DORA and thus

8 RTS - to be done in the context of the ISMS update

- E: Based on own definition Identification of legacy ICT systems and joint treatment in

strategy from C)

- F: Information security policy to be derived from existing IT strategy and new strategy

from C)

Group I, M, V:

- |: Defining the crisis management function in the operational business continuity strategy

- M: Determine function Implementer of the communication strategy in the operational

strategy to continue business operations
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- V:Exit plans and their testing embedded in the operational strategy to continue business

operations
Group H, K:

- H: Preparation of ICT strategy for the continuation of business operations and its review
along the guard rails from RTS 4 and RTS 5
- K: Specific obligations for secondary processing location for CSDs and central counter-

parties along the guard rails from RTS 4 and RTS 5
Group U, W and X:

- U: Reporting of outsourcing/projects known from FISG, but RTS 16 and RTS 17 will
impose new requirements
- W:ICT concentration risk assessment esp. difficult to prepare earlier without RTS 16

- X:RTS 17 will set new requirements for essential contract content
Group J, N, O:

- J:immediate lobbying against deadline matter 23 recommended; with RTS 12 and RTS
13 as well as deadline matter 22, the content and format of this notification will be pre-
scribed

- N: immediate lobbying necessary; with RTS 12 and RTS 13, the content and format of
this notification will be prescribed

- O:immediate lobbying necessary; with RTS 12 and RTS 13, the content and format of

this notification will be prescribed
Group P, Q, R, S:

- P: Elaboration of the testing programme must start immediately, RTS 14 will detail pen-
etration tests

- Q: Elaboration of procedure for sufficient equipment with external and, if planned, also
internal test capacities; elaboration of testing on live systems, early securing of test ca-
pacities recommended

- R: Selection and securing of the testers with the inclusion of RTS 14 - but orientation to
TIBER EU already now possible and recommended

- S: Decide whether internal testers still make sense in the light of the requirements.
Single deltas:

- G: Connect anomaly detection with RTS 3
- L: Reporting of lessons learned does not require premature action
- T: Link strategy for risks from ICT third-party providers with specifications on multi-ven-

dor strategy from RTS 16; RTS 15 will structure the contract register
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Conclusion

DORA will broaden the supervisory framework to about 20 types of companies, finally putting
Europe's focus on the most important resource for prosperity and creative freedom in an over-
complex world - the digital infrastructure. Financial companies and ICT third parties are the start-

ing point for a modern, automated supervisory practice. Other important sectors will follow.

All in all, both the existing BaFin supervisory objects and the new DORA supervisory objects
cannot afford to wait for the completion of the RTS and ITS by the ESA towards the end of 2023
and towards the middle of 2024. As explained above, in this case the companies have a maximum
of one year, for 8 RTS/ITS even only 6 months, for implementation. Secondly, this necessary
supervisory work unduly blocks line activities for many months; stretching the time from 6 months
to up to two years is more promising than waiting. Rather, both groups must start preparing for
them now. Then, firstly, they have the chance to remain legally compliant and, secondly, on the
basis of their lessons learned from DORA, they can submit discussion offers for individual RTS
and ITS to the ESAs in good time in order to still be able to influence the design of details in

governance and organisation of their digital production base.

Away from regulatory policies and the supervisory "small stuff", new insights and questions arise
with DORA. First of all, the commonplace: banking supervision is IT supervision! This realisation
should now have arrived everywhere. With DORA at the latest, the "supervisory shadow" that the
supervisory objects had in the first years of out-sourcing to the cloud disappears. Conversely,
however, this means that outsourcing to the cloud is well thought out and calculated, because
going to the cloud only makes sense if there is real added value, as the "advantage" of lower
compliance requirements in the cloud no longer exists with DORA. If a company now outsources
according to the conditions of DORA, then the probability of success of the outsourcing is greater
because of DORA than without DORA. A reverse conclusion in the direction of supervision: If the
same supervisor supervises financial companies and ICT third-party providers according to the
same rules, why do financial companies have to control and supervise these ICT third-party pro-

viders as if they were not supervised?
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5. Annex: Chenges from DORA for BaFin supervisory objects

ISMS

sion of 23.06.2022, however DORA re-
quires a fully comprehensive ISMS in
practice.

So far, the XAIT requirements call for the
operation of an ISMS in each case in the
preliminary remark, but not a certified
ISMS. In order for the ISMS to meet all
regulatory requirements, it must be certifi-
able, i.e. "as if" certification, for example
according to ISO 27001, were the goal.
Secondly, the authors assume that in a
further round of regulation, a certified
ISMS will be prescribed for the critical
processes.

No. | New field of action Description / Conclusion Source
Overarching requirements
A Preparation of time and action Early preparation for the topics of the Recommenda-
plan for all RTS still to be pre- RTS and ITS (see chapter 3) before their | tion of the au-
pared completion is strongly recommended. thors
B Establishment of a certifiable ISMS no longer required in DORA ver- Recommenda-

tion of the au-
thors

curity Policy

for protecting the CIA's protection objec-
tives and is therefore to be understood as
a guideline rather than a strategy. In
practice, every regulated financial com-
pany has these rules in the form of the
Target Measures Catalogue (TMC) and
the associated controls, as well as in
guidelines and work instructions for the
protection of assets, but this document is
explicitly mentioned, so it must be cre-

ated as an overarching 'bracket policy’,

ICT risk management requirements (Articles 5to 14)
C Creation of a separate "Digital Emphasis on digital resilience. This newly | Article 5 (9)
Resilience Strategy required strategy is part of the ICT risk
management framework and combines
already known content from documents
such as the IT strategy, information secu-
rity guideline and outsourcing guideline.
However, this strategy must be written as
a stand-alone document, continue the
business strategy into ICT and focus spe-
cifically on ICT risks.
D Consider the option of delegat- Financial companies can delegate the Article 5 (10)
ing the verification of compli- aforementioned review externally and
ance with ICT risk management | thus, for example, relieve the internal au-
requirements to third parties. dit department.
E Regular assessment of ICT risk | The finance company must clarify which Article 7 (7)
through ICT legacy systems parts of the infrastructure are considered
legacy ICT systems. The reference from
DORA "before and after connection of old
and new technologies, applications or
systems" shifts the demarcation "old/new"
to further components of an infrastruc-
ture.
F Creation of an "Information Se- This policy is intended to set out the rules | Article 8 (4)
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No. New field of action Description / Conclusion Source
as a separate strategy or, if applicable, as
part of the IT strategy.
G Detection of anomalous activity, | New if supervision always means a SIEM | Article 9 (1)
including ICT network perfor- and/or SOC
mance problems and ICT inci-
dents
Detection of anomalies in trade New, only for investment firms. According | Article 9 (4)

reports

to MiFIR, these must use so-called Ap-
proved Publication Arrangements (APA)
and can use so-called Approved Report-
ing Mechanisms (ARM).

H Creation of an "ICT strategy for
the continuation of business op-
erations

The components of this "strategy" must
also already be present in the BCMS
(Business Continuity Management Sys-
tem) today, but the supervisory authority
considers the ICT components to be so
critical to operations that they are now
being highlighted. From the authors' point
of view, this ICT strategy can be part of
the BCM strategy and address IT content
exclusively.

Article 10 (1)

| Definition of crisis management

This function is the typical BCM manage-

Article 10 (6)

function ment function, but is now required by law.

J Reporting of costs and losses Politically prevented for decades (key- Article 10 (9)
from ICT incidents to the com- word UP KRITIS). Financial companies
petent authority must clarify internally according to which

metrics they can compile ICT incidents,
costs and losses. Externally, the question
of the dangers from this central collection
remains. Here, lobbying via associations
and other industry groups will be neces-
sary as political flanking.

K Specific obligations for Central
Counterparties and Central Se-
curities Depositories for recov-
ery plans and secondary pro-
cessing location

Detail specifications for backups, restart
and second processing location for two of
the 20 types of financial companies.

Article 11
(3,4,5)

L Reporting changes from ICT in-
cidents to the competent author-
ities

This reporting of lessons learned from
ICT incidents to the competent authorities
is new and puts them in a better position
to have their finger on the pulse of at-
tacks and threats to their supervisory ob-
jects.

Article 12 (2)

M Assign at least one person to
implement the communication
strategy and act as an external
spokesperson.

The codification of a responsible role as
"public spokesperson and media spokes-
person” is new. Large companies have
spokespersons even today. Many compa-
nies newly supervised from DORA will
have to designate this role in the first
place.

Article 13 (3)

N All financial companies must re-
port serious ICT incidents.

Up to now, only CRITIS operators have to
report serious ICT incidents to the com-
petent authority in accordance with the IT
Security Act in conjunction with BAIT
Chapter 12 or VAIT Chapter 11 or ZAIT
Chapter 12. With DORA, this reporting

Article 17 (1, 3)
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No.

New field of action

Description / Conclusion

Source

group is extended to all financial compa-
nies according to Article 2 para. 2.

ICT incident notification: If a se-
rious ICT incident has or could
have an impact on service users
and customers, financial entities
must notify them immediately.

Service users and customers must be in-
formed of serious ICT incidents. This duty
to inform has so far only been known
from the GDPR, but with DORA it is now
also extended to information and cyber
security.

Article 17 (2)

Establish a programme to annu-
ally audit the digital operational
stability of all critical ICT sys-
tems and applications.

Two very important aspects are new:
firstly - with one exception - the annual
cycle of the audit and secondly, the audit
must cover all critical systems and appli-
cations. So far, this is not reflected in
German regulation in this rigorous man-
ner: BAIT point 5.6 and ZAIT point 5.6
speak of "the IT systems" (and not "all IT
systems") and the "regular” review. The
exception is found in VAIT para. 5.6, ac-
cording to which insurance companies al-
ready have to review "“critical systems
...at least annually".

Article 21 (6)

Threat-oriented penetration
tests

So far, threat-oriented penetration tests
are known from TIBER-EU and in Ger-
many participation in TIBER-DE is volun-
tary.

Now threat-oriented penetration tests will
become mandatory. They must be carried
out for critical and important functions at
least every three years, including on out-
sourced functions. The tests are carried
out on live production systems. The com-
petent authority must approve the scope
of the penetration test in advance and
also certify that it has been carried out
properly after it has been performed.

If internal testers are used, external test-
ers must be involved every 3 tests.

Article 23

Checking the suitability of the
testers

From the extensive requirements for test-
ers, the recommendation of securing test-
ing capacities at an early stage must be
derived. The requirements of DORA are
also new for the testers, so that the sup-
ply of DORA-compliant testers will proba-
bly not be able to cover the demand in
Q3 2025 when DORA is applied.

Article 24

Use of internal testers is subject
to conditions

Major hurdles before the use of internal
testers due to three conditions:

- They must be approved by the
competent authority;

- Competent authority checks for
sufficient resources and avoid-
ance of conflicts of interest
throughout the planning and
execution of the test;

- the "threat intelligence" pro-
vider is not affiliated with the fi-
nancial entity

Article 24 (1a)

https://core.se/en/blog/dora-delta-view

© CORE SE 2022 Page 12



https://core.se/en/blog/dora-delta-view

No.

New field of action

Description / Conclusion

Source

Preparation of "Strategy for
Risks from ICT Third-Party Pro-
viders", contains, among other
things, contract register on ICT
third-party providers

In principle, this strategy can be seen as
an outsourcing strategy already familiar
to the BaFin supervisory objects - in this
case with a focus on "ICT third-party pro-
viders". For all new DORA supervisory
objects, however, this will be a new and
not easy task to fulfil. To what extent
BaFin will demand this new strategy as a
separate strategy or accept it as part of
an existing strategy will become clear af-
ter DORA comes into force.

Article 25 (3)

Informing the competent author-
ity about the planned procure-
ment of contracts for critical or
important functions

This requirement has also been known to
the existing BaFin supervisory objects
since the beginning of the year through
the FISG, so that an adaptation to DORA
should not represent an excessive effort,
as it will be for new DORA supervisory
objects.

The subsequent information when a func-
tion is upgraded to critical or important is
also known from the FISG for previous
BaFin supervisory objects.

Article 25 (4)

Preparation of exit plans

In the draft version of DORA of 24. Sep-
tember 2020, the phase-out plans were
still to be "sufficiently tested, where ap-
propriate”, which was sufficiently vague.
In the trilogue compromise text of

23. June 2022, the phase-out plans must
be comprehensive, documented and suf-
ficiently tested and regularly reviewed in
the sense of the proportionality principle
under Article 3a para. 2. The new word-
ing reduces the vagueness. Neverthe-
less, the "sufficient testing" of exit plans is
a very big challenge for all financial enti-
ties. Example: How should a bank suffi-
ciently test its hyperscaler?

Article 25 (9)

Assessment of ICT concentra-
tion risk

All financial firms must assess ICT con-
centration risk prior to potential outsourc-
ing. This entirely new requirement poses
a high hurdle for all financial entities.
They have to consider various aspects
such as "ease of substitution", "multiple
contractual arrangements with the
same/closely related ICT third party pro-
vider". In addition, alternatives have to be
investigated and risks from subcontrac-
tors of the ICT third party providers have
to be assessed. Furthermore, financial
entities must also assess whether the
outsourcing chain enables the supervisor
to supervise the financial entities.

The article consists of imponderables;
only (audit) practice will show whether
and how these requirements can be im-
plemented.

Article 26

Essential contractual provisions

Observance of minimum contents of the
contract between financial companies
and ICT third party providers, among
other things, termination rights must
"meet the expectations of the competent
authority”. These "expectations of the su-
pervisory authority" cannot be estimated

Article 27
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today. Do they differ from country to
country or are they uniform across Eu-

rope?
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